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1. How to add DAE IP’s in MTA servers.

We need to login to both MTA servers and follow the below process.

# cd /opt/zimbra/common/conf

2. How to add DAE domains in MTA servers.

We need to login to both MTA servers and follow the below process.
# cd /opt/zimbra/common/conf

# vi local_domains
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ocal domains

-tldmtﬂ hyd conf]

3. How to Find differed mails in MTA servers.

e MTA1
e MTA2

We need to login to both MTA servers and follow the below process.
# cd /var/spool/postfix-2/deferred

#ls

[root@mtal-hyd /1#
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4. If Mails are in Deferred mode we need to flush manually by using below
command.

# /usr/sbin/postqueue-c /etc/postfix-2/ -f
# /opt/zimbra/common/sbin/postqueue -f

# /usr/sbin/postqueue -f

5. CLUSTER CHECKING

Login to mailbox servers and check cluster status.

Both Nodes should be online otherwise we will get problem.

Please find the below process

How to check the cluster status and stand by and unstand by the nodes?

PwnNe
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# pcs status

e |n above image displays both nodes show Online.

e We can find the ip and zimbra running on which node .

e [f only one node is online, it may cause the problem when online machine is down. Production
will stop.

e Because of that reason both nodes should be online.

e Please find the below image.

# pcs status

t via cibadmin o
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e |f we want move the cluster services manually follow the below commands.
# pcs node standby mbox2-hyd.nfc.gov.in (It means mbox2 should be going to offline)

# pcs node unstandby mbox2-hyd.nfc.gov.in (It means mbox2 should be going to online)

6. We should check that shared storage(/opt) mounted or not in both mbox
servers.

e Please find the below command and images.

#df -h

o /dev/mapper/vg_gfs2-lv_gfs2 7.0T 4.2T 2.9T 60% /opt (shared storage)
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7. Mails Trace out

e We need to login to both MTA servers
e After logging switch to zimbra user and run below commands.
e Please find the below image.

# su—zimbra

# ./libexec/zmmsgtrace -s sender@nfc.gov.in -r receiver@nfc.gov.in /var/log/zimbra.log-20240511.gz
(path)

20.0.15T0
kil d.nf

mtal-
mtal-

8. Mail sent but mail delivery failed
1) First we need to log in MTA SERVERS as a root user.
2)Switch to zimbra user
a) su—zimbra
3) Then there is a reason for delivery failed.
i) Mail in mailq.
ii) differed: blocked in Imsva level

iii) Bounce back: If we didn’t get any bounce back we can trace out the mail by the following command.
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ii) We require both sender and reciver address

# ./libexec/zmmsgtrace -s sender@mail.com -r reciver@mail.com.

9. Email Log Analysis

¢ Important logs.

/var/log/maillog
/var/log/zimbra.log
/opt/zimbra/log/mailbox.log

a 0 T o

Jopt/zimbra/log/audit.log
# /var/log/maillog : In this log we can find delivery of mails.

# /var/log/zimbra.log: In this log we can find delivery of mails and also amavis everything.

# /opt/zimbra/log/mailbox.log: In this log we can find user what is mail id Orgin IP and type of
webclient.

# /opt/zimbra/log/audit.log: In this log we can find user what is mail id Orgin IP and also authentications.

Examples:
# tail —f /var/log/maillog : For continous logs

# less /var/log/maillog | grepuser@nfc.gov.in : we can find mail deliver r not.

# cat /opt/zimbra/log/audit.log | grepuser@nfc.gov.in : to find a user login time and IP

10. Attachment restriction is ON/OFF

1. First we need to login to MTA Servers of Hyderabad (mtal and mta2).
Login through putty.
3. Please follow the below commands
a) cd /opt/zimbra/common/conf
b) In this path two files
i) groupl_transport and group2_transport
ii) groupl_transport = this file has some users they have attachment facility
iii) If we want to give permission to any user to send attachment outside add in this file. After
adding need to run following command.

iv) postmap /opt/zimbra/common/conf/groupl_transport.
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dellalnfc.gov.in SEmeTmee
jramaiah@nfc.gov.in
bvrménfc.gov.in
nageswar@nfc.gov.in
drgvpénfc.gov.in

apoest2@nfc.gov.in -
apoginfec.gov.in SMLp: LLg /. v
jagadeshiénfc.gov.in ' i
ypratapénfc.gov.in Smcp . (Led VLD
gsvvsnm@nfc.gov.in smtp:[. . ...v
"~ /common/conf/groupl transport" [readonly] 878L, 41508C

= Please follow the below commands

a) cd /opt/zimbra/common/conf

group?2_transport

i) group2_transport = this file has some users they have without attachment facility.

ii) If we want to give permission outside to any user without attachment add in this file after
adding need to run following command.

iii) postmap /opt/zimbra/common/conf/group2_transport
iv) Please find the below image.
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utilselelnfc.gov.in SMTE : pave - -
naryjosephinfc.gov.in smtr
habeeb4615Enfc.gov.in smt
ohclabinfc.gov.in smtp: [1°
pmm89@nfc.gov.in smtp: |
bandari@énfc.gov.in smtp: F~

mf-bb-oénfc.gov.in — <1127
tkr4680@nfc.gov.in g |
rameshdulam@nfc.gov.in o

mzgoldnfc.gov.in smtp: [1zr"

premiédnfc.gov.in smtr RN
"~/common/conf/group2 transport" 976L, 40135C

11. change Mail Routing from UUCP to Anunet and Vice Versa

= Become zimbra user after login to the both Hyderabad MTA servers (98.201 and 98.204).
= Open /opt/zimbra/common/conf/transportfile

*,

% Comment all the lines containing (Anunet SMTP server) and save the file.
% run postmap /opt/zimbra/common/conf/transportfile.
++ To revert back to anunet gateway repeat 3rd step uncommenting and run step 4.

O/
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12. USER PERMISSIONS FOR OUTSIDE MAILS WITH AND WITHOUT ATTACHMENTS

# su—zimbra

After creation of email and archive accounts we need to give outside mails
permission.

Generally we have “2” MTA Servers in our system we need to add user in that
servers.

We have “2” groups in each MTA Servers.

groupl_transport ( In this group of users able to send attachments outside with
25MB only).

group2_transport (In this group of users able to send only mails outside without
attachments).

Login to “MTA SERVERS “as a Zimbra user and execute the following commands
and find the below images.

After adding mail id in groups we need to run postmap command which is given
below.

S cd /opt/zimbra/common/conf/

S vi groupl_transport

S postmap /opt/zimbra/common/conf/groupl_transport

S vi groupl_2ransport

S postmap /opt/zimbra/common/conf/group2_transport
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&P zimbra@mtal-hyd:~/common/conf - %
[root@mtal-hyd ~]# su - zimbra {
Last login: Sat Sep 9 13:19:18 IST 2023 on pts/2

[zimbra@mtal-hyd ~]$ cd /opt/zimbra/common/conf/

[zimbra@mtal-hyd conf]$ vi grouplﬁtransportl

P zimbra@mtal-hyd:~/common/conf -

gasim3@nfc.gov.in

skr@nfc.gov.in
sic-util@nfc.gov.in
avgr@nfc.gov.in
frf@nfc.gov.in
nagamani@nfc.gov.in
mnvv@nfc.gov.in
gabps@nfc.gov.in
msn@nfc.gov.in
ppc-fuel@nfc.gov. i
jgn@nfc.gov.in
frfshop@nfc.gov.in
yvs@nfc.gov.in

rhr@nfc.
uvr@nfc.
cnb@nfc.

S postmap /opt/zimbra/common/conf/groupl_transport

#P zimbra@mtal-hyd:~/common/conf - o
[root@mtal-hyd ~]# su - zimbra

Last login: Sat Sep 9 13:19:18 IST 2023 on pts/2

[zimbra@mtal-hyd ~]$ cd /opt/zimbra/common/conf/

[zimbra@mtal-hyd conf]$ vi groupl transport

[zimbra@mtal-hyd conf]$ vi group2 transport

[zimbra@mtal-hyd confl$ ||
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#P zimbra@mta1-hyd:~/common/conf
Easim @nfc.gov.in
spw@nfc.gov.in
tvgupta@nfc.gov.in
kkpbabu@nfc.gov.in
skr@nfc.gov.in
sic-util@nfc.gov.in
avgr@nfc.gov.in
frf@nfc.gov.in
nagamani@nfc.gov.in
mnvv@nfc.gov.in
gabps@nfc.gov.in
msn@nfc. i
ppc-fuell .
jgn@nfc.gov.in
frfshop@nfc.gov.in
yvs@nfc.gov.in
ddr@nfc.gov.in
rhr@nfc.gov.in
uvr@nfc.gov.in
cnb@nfc.gov.in
sheela@nfc.gov.in

13. User Transfer From NFC to ZC/KOTA or vice versa

%+ First Login into admin panel

€ 7 G A notse x uw

Home - Home test © Help

¢ Search a user we want to transfer account from one location to another.
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> C A Notsecure | bt
Zimbra A

A SYNACOR

dministration @ | mailspt

Home - Search - Search

mail-spt*

All Result Nam ke
Accounts @  maikspi@nfcgovin December 16,...
Aliases mail-spi@nfc gov.in.archive Active Never logged In

% Select Move mailbox.

@ ~ | maispt O | admin@nic.. . Help .

maik-spt@nfc gov in archive

Distribution Lists

Basic Aftributes.

State

R/

+* The selected user previously in Hyderabad server as shown below.

Zimbra Administration @~ | mai-spt ‘ [ 5] ‘ admin@nfe.... .|
R PRODUCT

A SYNACO

Home -] | Home-Seach-Search ©Hop Save Closs

Moving a mailbox from ane server to another is a three step process.

. 1 - Exporting the mailbox 1o the target server

AllResult 2 - Verifying that the mailbox is successfully copied

T— 5 3 - Purging old maibox from the source server
e ® Press “Export” to start exporting the mailbox.

Aliases. [ o]

Domains m|m ¥ Exporting the mailbox

Distribution Lists m Select account™ ‘
Y Source server. mailbox-hyd.nfc.gov.

Basic Atributes Target server* I

+*» We can move to Kota or ZC locations as shown below image and Vice-versa archive mail id also need
to move.

9]

Moving a mailbox from one server o anotheris a three step process.
1- Exporting the mailbox to the target server
All Result 2 Verifying that the mailbox is successfully copied
p— 2 3 - Purging old maibox from the source server
e @ Press “Export”to start exporting the mailbox.
Aliases [ o]
Domains [ o] ¥ Exporting the mailbox
Distribution Lists [ 0] Select account* ‘mail-spt@nfc govin
| mssrrosmEm— | S mailbox-hyd nfc govin
Basic Atiibutes Target server:* | ——
archive-hyd.nfe.govin
Status archive-kota nfc govin Export |
Last Login Time achivescricgovin
. . cota-mbox1.nfc.gov.in
Extemal Email Address Exparting malibox: i s
e i zembox nfc govin B

< Saveit

14. Restrict Users to send a mail outside (Gmail, yahoo)

+* Login to MTA Servers and switch to zimbra user
+* Run following commands.
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# su—zimbra
# cd /opt/zimbra/common/conf

# cat restricted_senders

imbra
20 IST 2024 on pts/0

ot e

(4B}
ot

o (DM

i.
ll
1

O oM DM
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15. Gal sync accounts.

Please find the gal sync accounts depends on location

R/
0.0
@
0.0

mounted.

galsync.0xcn_3eudz@nfc.gov.in - Kota archive
galsync.9ljcthrp@nfc.gov.in - Hyd archive

galsync.osnphefhw7@nfc.gov.in - ZC archive

galsync.aewzjywpp@nfc.gov.in - ZC mailbox
galsync.qq7du2_vc@nfc.gov.in - Kota mailbox

galsync.yxn8jpOm@nfc.gov.in - Hyd mailbox
%+ Please find the below commands to check and remove.
% Login to mailbox server and switch to zimbra user.

# su—zimbra
# zmmailbox -z -m vsai@nfc.gov.in gaf (to get the user mount information)

If user’s mailbox takes more time for loading, please check different location gal sync account
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unkn
unkn

% In Above image if any different gal sync account mount we can remove by using below
command.

# zmmailbox -z -m vsai@nfc.gov.in (hyd-user)df/galsync.0xcn_3eudz_InternalGAL( kota-archive mount
point)
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un
unkn
unkn

unkn
unkn ( cular (kunal@

16. User Unable to send/receive Mails

R/

« User unable send/receive mails.

7

% Please check the quota of user.
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Settings X

General Storage
2.68 GB used out of 7 GB quota
38%

Viewing Email

Writing Email

Accounts Date & Time

Account Recovery Short date format 01/09/2021 | @

Sharing ]
Time format 01:01-23:59 v

Signatures —

Out of Office Zimbra Version

Filters Default @® Modern

Q Classic
Blocked and Allowed

Senders

17. Drbd is checking in both serves in KOTA and ZC locations.

** We need to check every day weather data sync or not in between two mail box servers.

%+ If both are not sync means data is not replicating into secondary.

< mbox 1 is primary and mbox2 is secondary both should be up to date.

+ If mbox1 down all service shifted to mbox 2 that time data will not be lost

«»+ If both are not up to date mbox1 down all service shifted tombox 2 that time data will
be lost.

+* So before doing any changes need to check
#drbdadm status

# drbdadm connect drbd1

< Mbox1

EP root@kota-mbox1:- = O X
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Zcmbox1
#drbdadm status

# drbdadm connect drbd1

Zcmbox2

#tdrbdadm status
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18. Zimbra email flow:

ZIMBRA - EMAIL FLOW

_Haproxy . [00 AW
So 7
—1r— @—”H
: -k;‘;. ; ZIMBRA LDAP AL BU:
MITA/PROXY e MTA/PROXY will load the
(Auth) mailbox
— [ composg/sENDMAIL |
via RELAY
0 —
°_
HAPROXY
i (0]
ZIMBRA MAILBOX R MTA/INTERNET
| SENDING OUTSIDE MAIL |
—mn
—m
POST FIX ==
IMSVA
MTA
INCOMING FROM OUTSIDE |
| . ' KSMG
: POST FIX

MTA RELEVANT
(Fetch Mail) MAILBOX
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19. To check all services status at all three location status, start & stop check
below

++ Login as a root user then swith to zimbra user then please follow the below commands:
# zmcontrol status
# zmcontrol start
# zmcontrol restart
# zmcontrol stop

10.172.98.204 & 201 [MTA 1 & 2]
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Need to verify with below commands:

Service Status Services Start Services Restart Services Stop
zmcontrol status zmcontrol start zmcontrol restart | zmcontrol stop
to check all If some services are If all services are | If we need to stop the
services are not running or not running we services, we have to
running or not stopped, we have to | have to restart use above command
use above command | the services using
above command

20. Check HAProxy 1 &HAProxy 2 status, we have to login o

#systemctl status haproxy (to check the status of the service)

#systemctl start haproxy (to start the service if it is inactive)

#systemctl stop haproxy (to stop the running service)
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21. All port’s & bridges from HYD KVM BM
HYD BM KVM 1«

bridgeO & bridgel

@ Help ~ £ session ~

Q Search

Apps

Image Builder

Transmitting

Receiving

System
Overview
1 o0e Firewall OB
Storage
Networking
Interfaces Add bond ‘ ‘ Add team ‘ ‘ Add bridge ‘ ‘ Add VLAN
Podman containers
Virttal machines Name P address Sending Receiving
bridge0 8.75Kbps.
Accounts
bridgel 100020724 obps 150Kbps
Services
virbrO No carrier
Session Recording
Network logs ew all logs
Tools.
May 20, 2024
Applications

Diagnostic reports

Kernel dump

<info> [1716193731 1

1:42 P <info> [1716192741 5562]

1:42 P <info> [1716192741 5555] audit: op="connection-update” uuid="7c525953-0e0c-47d6-a708-349e17e8120" name="eno1 2429" pid=42218 uid=0 result="success’

1:42 P <info> [1716192741 5549] audit: op="connection-update" u

agent-manager: agen

it: 0p="connection-update" uid:

d01353;

d433,1.360/0rg gnome Shell NetworkAgent/O]: agent re

0792d2d-0fe8-476d.

2ca74b0-bffa-411f-a500-563316e1c8b1" name="eno12419" pid=

2218 uid=0

91-760c765b0b85" name="en012399" pid=42218 uid=0 result="success"

esult="succes:

Q Search g 7 bridge0
Binst bridged Bridge 1423.F246:80.30 —
Image Builder i - @
Carrier
om
General Connect
Overview i
DNS 100+
Logs
1Pve 1
Storage
MTU &
Networking —_—

Podman containers

Virtualm Interface members -

Accounts Ports Sending Receiving

Services " 5 225 Mbp -

Session Recording 146 Kop -
B B -

Tools

Applications

Diagnostic reports

Kernel dump

66668688
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bridgel ports

Q search g 2 brid
Aoy General
Image Builder 1Pva. it
iPve
=y MTU
Overview Bridge fit
Logs
Storage Interface members Add member
Networking Pt Sending

dman tainers

Virtual machin:

Applications & active

Diagnostic reports

Kernel dump 125 Kbps 0 bps

@
@
Tooks @ -
@
@
@

HYD BM KVM2

BrigeO & bridgel

Networking Firewall Ol E

Podman containers

Virtual machines
Aot Interfaces dd bore wem: || add I
Services ] Name - Sending Receiving
54 Kbps
.

Applications

Diagnastic reports

Kernel dump

Linux
fiware updates "
drac ;
Subscriptions
virbrQ e rries

Terminal
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BridgeO ports

Q Search Networking 3 brid
tem
(S0 it bridged Bridge 14:23F2.46:95:70 m [~ o]
Log Status
Storage Carrier Yes
Networking Ganeral
Pva Ad

Podman containers

Virtual machines 1PvG edit
. ~ MTU Automatic  edit
iccounts
Bridge edit
ert 4
L Interface members -

Applications
Ports Sending Receiving

Diagnos orts

Kernel dump

©
; , ©

ELinux N iy . ) c = |
@
©

Software updates t

Subseriptions

Terminal

B
Overview
Logs
Storage
INetworking
Foskneniortoinar bridgel Bridge 00:62:0B:4F98:57
Virtual machines e
Carrier Yes
Accounts
General
Services 1
Pvd it
PvE
Tools
MTU
Applications
Bridge edit
Diagnostic rep
Kernel dump X
Interface members Addm -
SELinux
Ports Sending Receiving
Software updates 0 =
enai2405 . L3 @ |-
Subscriptions
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HYD BM Archive

BridgeO ports

Overview ‘

Storage
Networking &

Firewall OB Edit rules and zone
Podman containers

Virtual machines

Accounts

Interfaces ] Add te: Add bridge M Add VLA
Services
Name 18 address Sending Receiving
bridgeo 75 Kbps 464K
Tools
nactive
Appl! ns

Diagnostic repor

Kernel dump

SELinux

sftware updates

Subscriptions

Terminal Network logs TR

BridgeO ports

Overvi

Logs

Storage
- bridged Bridge 00-62.0B.AF 89.CA @

Networking o
Status

Carrier

General automatically

1Pyé

DNS .

1Pvé Disabl

MTU Automatic  edit

Bridge edit

Interface members

Kernel dump
Ports

Receiving

SELinux

oftware updates

Subscriptions
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HYD Internal KSMG Anunet.

4
BridgeO & bridgel
2
@ Helo ~ -
Storage
Networki §
e Firewall O .
Podman o :
Virtual ma:
Account Interfaces aavand | [ Ao | [ 2ado T
Name IP address Sending Receiving
Applications 29 Kbp
Jnostic reports .
Kernel dump encB303 7
SELinux 2 nactive
Saftware updates o .
Subsc
Terminal Network logs =
BridgeO ports
“ &« 0O &

orage
Networking

dman containers
bridge® Bridge 00:62:0B:4F-B8:5C

Status

Virtual machines

Accounts
el Carrier

General

Pva Al

Applicat

MTU Automatic  edit

Bridge

Interface members

Ports Sending Recaiving
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Bridgel ports

@ Help ~

Iverview

Networking

Podman containers

Virtual machines.

Accounts

Applications

Kermel dump

SELinux

tware updates.

Subseriptions

Terminal

M‘A

bridgel Bridge
Status

Carrier

General

iPva

IPve

MTU

Bridge

00:62:08:4F B&:5D

Connect

Disabled

Yisabled

Automatic

Interface members

Ports

Sending

Receiving
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22. To enable SSL certificate for mails

e We have to login HAProxy 1 & 2 in all 3 locations, IP’s mentioned below
e HYD HAProxy1 & 2 -

e KOTAHAProxy1l&:Z

e ZCHAProxyl&:z

Commands to enter the path

# cd /etc/haproxy/certs/

#ls

e For Previous file we are taking backup file name bundle.pem renamed as
bundle_old.pem
e We combined 3 SSL files into a new file named as bundle-new-4.pem

# cat privatekey.key EndEntity_wec.nfc.gov.in.cer 'CA_emSign SSL CA - G1.cer' > bundle-new-
4.pem

# mv bundle-new-4.pem bundle.pem (we renamed bundle-new-4.pem as bundle.pem)

e After making changes we need to restart the HAProxy services
e After restart check the status commands are mentioned below

# systemctl restart haproxy

# systemctl status haproxy
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Chat SSL certificate:
IP
# cd /etc/nginx/

H#ls

#1

We have taken backup old files as certificate_old.crt certificate_old.key
# mv certificate.crt certificate_old.crt

# mv certificate.key certificate_old.key

After adding new ssl certificate file, We need to restart the service

# systemclt restart nginx
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SOP for Antivirus updation on Email Systems:

1. Download latest updates from website using the following links

https://www.gnap.com/en-as/how-to/fag/article/how-to-update-clamav-virus-database-
manually

< &} 25 gnap.com/en-as/how-to/fag/article/how-to-update-clamav-virus-database-manually

DUTITHWYY LT UUWIHNIVAW THHIRS TW VITUD Jauaiastc dic Sl avalnawic ow yuu wall upd

ClamAV didn't provide the links officially.
Please read officially recommendation from ClamAV.

Workaround

1.Download 3 virus database files from links below:
http://database.clamav.net/daily.cvd
http://database.clamav.net/main.cvd

http://database.clamav.net/bytecode.cvd

2. Process to update ClamAV & Process for placing the files on

# cd /clamav_backup/
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#ls
bytecode.cvd daily.cvd main.cvd
#rm -rf bytecode.cvd daily.cvd main.cvd

o  We will take backup for old updated files in clamav_backup folder

#cd /var/www/html/clamavdb
# mv bytecode.cvd daily.cvd main.cvd /clamav_backup

e After taking backup from /var/www/html/clamavdb folder to clamav_backup folder
Procedure for Verify and copy the downloaded files from Internet to NFCNet :
e After downloading from internet we will place those files in antivirus server with the

help of hardisk
e  Through Winscp We will copy the files after downloading from internet

Winscp:

8 Clamav - NinSCP
Local Mark Files Commands Session Options Remote Help
FR &2 3 synchronize | ¢ [ @ [ Queue - Transfer Settings Default - &
B ro0t@10.172.98.227 % |;| New Session
= FOneTouch = (= -[F~ <=~ BRO &% clamavdb ~ (= - 7] - B 6 Q& & FindFies |3
£ New~ ([ -] ] Ef New- 2[#] [ @]
Fzimbra-related\Clamav\, Ivar/www/ bt/ clamavidb/
Name Size Type Changed Name . Size Changed Rights Owner
i Parent directory  24-06-2024 11:02:57 8. 14-02-2024 11:40:30 e oot
U main.cvd 166,485 KB CVD File 24-06-202 4 Tleytecode.cvd 3K8 et oot
) daily.cvd 62,302KB  CVD File 2 ] bytecode-334.cdiff 0Ke Forers root
7 bytecode.cvd 283KB  CVDFile 0 T daily.cvd 62,302 KB Wereeten root
| daily-27184.cdiff 7B 13-02-202423:22:33 e oot
| dnst TKB  13-02-2024 232246 et oot
Tmain.cvd 166485 KB 24-06-2024 09:52:34 t-rer- oot
_| main-62.cdiff 2229KB  13-02-2024 23:22:30 PW-r-r= root

#cd /var/www/html/clamavdb
#ls
bytecode-334.cdiff bytecode.cvd daily-27184.cdiff daily.cvd dns.txt main-62.cdiff main.cvd
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Verification procedure:

mt ¥
"

# /opt/zimbra/common/bin/freshclam --version --config-file=/opt/zimbra/conf/freshclam.conf

Result:
ClamAV 1.0.1/27313/FriJun 21 13:58:08 2024
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Change Mail Routing from UUCP to Anunet and Vice Versa

Switch to zimbra user after login to the both Hyderabad MTA servers, IP’s mentioned below

IP’s: and )
Open #Cd /opt/zimbra/common/conf/transportfile
#ls

# Cat transportfile

To change the routing from anunet to in IMSVA

# vi transportfile

After opening we need to give # comment for domains in both mtal & mta2 as shown below image
After giving # comment we need to run postmap, command given below

# postmap transportfile (in both MTA’s)
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After running postmap in both MTA’s mails go through internet IMSVA

To revert back to anunet gateway repeat the step uncommenting and run #postmap transportfile in
both MTA’s
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Account Setup Status of User Accounts Admin Console:

Active: Mail account can open and operate

Closed: Mail account can’t be opened, mails won’t be received and can’t be sent by end user.
Locked: Mail account will can’t open mails can receive can send by end user.

Pending: Mail account can’t be opened, mails won’t be received and can’t be sent by end user.

Maintenance: Mail account will can’t open mails can receive can send by end user.

Please find the below step’s:

v Account Setup

Status Active v

Class of Service Active () auto
Closed

Global Administrator Locked

Administrator Pending

Maintenance

w Dacruard

1. Active: Active Normal state for mailbox account. Mail is delivered and users can log in to the client
interface. The account is fully active and operational. The user can log in, send, and receive
emails without there restrictions.

2. Closed: When a domain status is marked as closed, Login for accounts on the domain is disabled and
messages are bounced The user cannot log in or access the account.

3. Locked: The account is locked. The user cannot log in, but incoming emails are still accepted
and delivered to the mailbox, Used as a temporary measure when an account needs to be
suspended without rejecting incoming emails, such as during an investigation or security
concern.

4. Pending: The account is pending activation. It is not yet active, and the user cannot log in or
use the account. Used for accounts that have been created but are awaiting some form of
approval or activation process.

5. Maintenance: The account is in maintenance mode. The user cannot log in, and incoming

emails will receive. Used when an account needs to be temporarily disabled for maintenance
purposes, such as data migration or troubleshooting.
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Please find the image below for Maintenance mode:

This account is currently in maintenance mode.

NFC MAIL

Sign In

This account js cumrently in mainienance mode.

Username

testt

Password Forgot Password?

‘ | Show

- (7] Stay signed in

Web App Version

Default
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BRIEFCASE SHARE FOLDER

e Briefcase is used to share a document/files to anyone of the user.

1. Please login to mail your account.

2. Go to Briefcase and select folder.

3. Under briefcase we have created one folder nfc_highlights.
4. Right click on that folder.

5. Please find the below images.

zimbra il & DR a ‘ P

i m

-

i
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- [ ]

zimbra s olas T

briefcase

v Briefcase
NFC_Highlights
v Trash
test
v Folders

Circulars

~ Shared Folders

Files shared with me

» Upload a document.
» Please find the below image.

zimbra ol & R Q_sexchyou ieas Ouiv 13

briefcase

v Folders

» Upload a document under nfc_highlights folder.
» Please find below image.
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zimbra Oaos=

[@ sewch ot
briefcase

Oraiv L3

v Datev

v Briefcase ip list note.txt

0 view v
TS mail-spt@nfc.govin
147KB 1435
v Trash
test
v Folders
Circulars 544
test
v Shared Folders
~ archivemalls
Briefcase
Files shared with me
Trash
Old-Circular 387

Files shared with me

» Right click on nfc_highlights folder.

» Share folder with view or editable permissions.
» Please find below image.

@ VS Dashboard

X | @ Nuciear Fuel Complex x @ zmon
- C @ mailnfcgov.

Share Folder: NFC_Highlights
@ Invite users by emall (internal users only)

Sharing permissions
view, edit, add, and remove

KUNAL KISHORE VERMA,

DVRAMACHANDRAPRASAD.[ ]

L Type here to search
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