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Installation of HA proxy server

Static IP 1 - 10.1.1.232 
Static IP 2- 10.1.1.233
Virtual IP- 10.1.1.234

# yum update -y
[bookmark: _Hlk151396583]-To update yum repository
# date
# setenforce 0
# vi /etc/sysconfig/selinux 
[bookmark: _Hlk151396626]-To disable selinux
# sestatus
[bookmark: _Hlk151396603]-To show selinux status
# systemctl status firewalld
-To check firewall status
[bookmark: _Hlk151396671]# systemctl stop firewalld
[bookmark: _Hlk151396727]-To stop firewall service
# systemctl disable firewalld
[bookmark: _Hlk151396740]-To disable firewall service
# yum install wget rsync mlocate screen
-Download and Install mlocate and screen command
# reboot
# vi /etc/resolv.conf
-Set below parameter in resolv.conf file
[image: ]
# vi /etc/hosts
-Set below parameter in hosts file
[image: ]

# yum install haproxy
- It is used to install the HA Proxy services
# yum install keepalived
# mv /etc/haproxy/haproxy.cfg /etc/haproxy/haproxy.cfg.org
-It rename the file haproxy.cfg to haproxy.cfg.org 
# vi /etc/haproxy/haproxy.cfg
-Set below parameter in haproxy.cfg file
[image: ]

[image: ]

[image: ]

# mv /etc/keepalived/keepalived.conf /etc/keepalived/keepalived.conf.org
--It rename the file keepalived.conf to keepalived.conf.org 
# vi /etc/keepalived/keepalived.conf
-Set following parameter in keepalived.conf


[image: ]

# systemctl status haproxy
-To show the haproxy service status
# systemctl start haproxy
-To  start the haproxy service 
# systemctl enable haproxy
-To permanent enable the haproxy service 
# systemctl status keeplived
-To show the keeplived service status
# systemctl start keepalived
-To  start the keepalived service 
# systemctl enable keepalived
-To permanent enable the keepalived service 

# systemctl status keepalived
- To show the keeplived service status

[image: ]
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Tobal

Tog /dev/log localo
Tog /dev/log locall notice

chroot /var/Lib/haproxy

stats socket /run/admin.sock mode 660 level admin
stats timeout 30s

user haproxy

group haproxy

daemon

tune. ss1.default-dh-param 2048

defaults

Tog global
mode http

option httplog

option dontlognull
option http-server-close
option forwardfor
timeout connect 5000
timeout client 50000
timeout server 50000

frontend https-in

#
#

backend

bind :443 ssl crt /etc/haproxy/certs/star_nfc.pem
bind :443 ssl crt /etc/haproxy/certs/bundle.pem
default_backend nginx-backend

nginx-backend

balance roundrobin

option httpchk GET /status

reqadd X-Forwarded-Proto:https

reqadd X-Forwarded-Port:443

option forwardfor

http-response add-header Cache-Control no-cache
cookie SERVER_USED insert indirect nocache

server nginxl 10.1.1.229:443 check ssl verify none
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server nginx2 10.1.1.230:443 check ssl verify none
frontend smtp

bind x:25

mode tcp

Tog global

option tcplog

default_backend bk_smtp
backend bk_smtp

mode tcp

Tog global

balance leastconn

option tcplog

server mtal 10.1.1.229:25 check port 25

server mta2 10.1.1.230:25 check port 25

frontend submission
bind *:587
mode tcp
default_backend bk_submission
backend bk_submission
mode tcp
server submitl 10.1.1.229:587 check port 587
server submit2 10.1.1.230:587 check port 587
frontend imap
bind *:143
mode tcp
default_backend bk_imap
backend bk_imap
mode tcp
balance leastconn
#stick store-request src
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#stick-table type ip size 200k expire 36m
server imapl 10.1.1.229:143 check port 143
server imap2 10.1.1.230:143 check port 143

frontend pop3

backend

bind *:110

mode tcp

default_backend bk_pop3s

bk_pop3s

mode tcp

balance leastconn

stick store-request src

stick-table type ip size 200k expire 30m
server pop3sl 10.1.1.229:995 check port 995
server pop3s2 10.1.1.230:995 check port 995
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Tobal_defs {
router_id b2

}

vrrp_script haproxy_healthcheck {
script "/usr/bin/pgrep haproxy"
interval 2
weight -2
fall 2
rise 2

}

vrrp_instance VI_1 {
state MASTER
interface ens192
virtual_router_id 51
priority 101
advert_int 1
authentication {
auth_type PASS
auth_pass redhat

}

virtual_ipaddress {
10.1.1.234

}

track_script {
haproxy_healthcheck

}
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[root@lb2 ~]# systemctl status haproxy
© haproxy.service - HAProxy Load Balancer
Loaded: loaded (/usr/lib/systemd/system/haproxy.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2023-11-16 14:11:35 IST; 13min ago
Main PID: 8972 (haproxy-systemd)
Tasks: 3
CGroup: /system.slice/haproxy.service
8972 /usr/sbin/haproxy-systend-wrapper f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid
8973 /usr/sbin/haproxy —f /etc/haproxy/haproxy.cfg —p /run/haproxy.pid -Ds
8975 /usr/sbin/haproxy —f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds

Nov 16 14:11:35 1b2.mppolice.gov. i
Nov 16 14:11:35 1b2.mppolice.gov.
Nov 16 14:11:35 1b2.mppolice.gov. i
Nov 16 14:11:35 1b2.mppolice.gov.

haproxy[8973]: Proxy bk_submission started.
haproxy[8973]: Proxy bk_submission started.
haproxy[8973]: Proxy imap started.
haproxy[8973]: Proxy imap started.
Nov 16 14:11:35 1b2.mppolice.gov.in haproxy[8973]: Proxy bk_imap started.
Nov 16 14:11:35 1b2.mppolice.gov.in haproxy[8973]: Proxy bk_imap started.
Nov 16 14:11:35 1b2.mppolice.gov.in haproxy[8973]: Proxy pop3 started.
Nov 16 14:11:35 1b2.mppolice.gov.in haproxy[8973]: Proxy pop3 started.
Nov 16 14:11:35 1b2.mppolice.gov.in haproxy[8973]: Proxy bk_pop3s started.
Nov 16 14:11:35 1b2.mppolice.gov.in haproxy[8973]: Proxy bk_pop3s started.
[root@lb2 ~]# systemctl status keepalived
© keepalived.service - LVS and VRRP High Availability Monitor

Loaded: loaded (/usr/lib/systemd/system/keepalived.service; enabled; vendor preset: disabled)

Active: active (running) since Thu 2023-11-16 14:11:11 IST; l4min ago

Process: 1166 ExecStart=/usr/sbin/keepalived $KEEPALIVED_OPTIONS (code=exited, status=0/SUCCESS)
Main PID: 1195 (keepalived)

Tasks: 3
CGroup: /system.slice/keepalived.service
E1195 /Jusr/sbin/keepalived -D

1199 /usr/sbin/keepalived -D
1262 /usr/sbin/keepalived -D

Nov 16 14:11:20 b2.mppolice.gov.in Keepalived vrrp(1202]: Sending gratuitous ARE gn eng1o for 10.1.1.234




