TCS 389-Directory Server “Only Attribute Modification Rights”

LDAPACL:-

(targetattr = "*") (target = "ldap:///dc=pramod,dc=com")(version 3.0;acl "pramod aci";
allow (write)(userdn = "ldap:///uid=pkumar,ou=linux,dc=pramod.dc=com");)

How to Apply:-

Using Lam(Ldap Account Manager) :-
URL= http://192.168.122.20/lam

Login From Directory Manager:-

LDAP Account Manager - Mozilla Firefox B = ty ) 10:43PM & Pramod %
p () Connecting... %  E} Zimbra: Compose % | £+ LDAP Account Mana... % q}:
@ @ 192.168.122.20/lam/templates/login.php »| @ | [Q search B8 @ &8 A& ©® 4 =
([
_— ::. LDAP Account Manager “& LAM configuration

n :
a Username Directory Manager
w o Password  [peesses
I Language |English (Great Britain) 5

v Login
qE LDAP server Idap:/flocalhost:389
I Server profile lam

-_

et Want more features? Get LAM Pro! LDAP Account Manager - 5.1

Click on Tree-View:-



t Manager (localh )} - Mozilla Firefox [><] 1ty w) 11:02PM 2 Pramod {%
® Connecting... » B Zimbra: Compose x/-" #* LDAP Account Mana... x \"\‘EEJ
(' @ 192.168.122.20/lam/templates/tree/treeViewContaine = | ¢ | ‘Q search | W B 4+ @fHi 8 4 =
[©] Logout

‘o{:i- LDAP Account Manager - 5.1 (Logged in as: Directory Manager)

& Tree vgw =, Tools & Help

| 2 Users 8 Groups

- I < - |
search refresh import export
4% dc=example, dc=com (5)
-.##l cn=Directory Administrators

£ ou=group

] ou=Peopl

1)

|E5 ou=Groups (4)

e (2)

--|E5 ou=Special Users
-2~ Create new entry here

192.168.122.20/lam/templates/tree/treeViewContainer.php

Click on Base DN:-

LDAP Account Manager (localhost:383) - Mozilla Firefox
x [E} Zimbra: Compose * )

™ Connecting...

P4 13 @) 11:03PM 2 Pramod %

[ <+ LDAP Account Mana... x \'\H‘;‘J
| & @ + A ® a4 =

€ ) @ 192.168.122.20/lam/templates/tree/treeViewContaine ~| & Q, search
i / P / /

‘(} LDAP Account Manager - 5.1 (Logged in as: Directory Manager)

& Tree view =4, Tools

@ Help

[@] Logout

‘ 8 uUsers

8 Groups

a @

search refres

S de=ex:

@ H

h import export

ple, dc=com (5)

-1 cn=Directory Administrators
BHES ou=group (1)
EHES ou=Groups (4)
mHES ou=People (2)
\-[£5 ou=Special Users
Create new entry here

> Refresh

A Export

& Delete this entry

=4 Compare with another entry

= Add new attribute

@ View 5 children

dc=example
DMN: de=example,dc=com
“4 Show internal attributes
Copy or move this entry

Rename
“- Create a child entry

% Hint: To delete an attribute, empty the text field and click save.

I Export subtree

|(targetattr!:'userPasswnrd "}{version 3.0; acl ":nable an

|(targetattr:':arLicense |l description || displayName || f

|(targetattr ="#")(version 3.0;acl "Directory Administratc

|(targetattr:'*")(version 3.0; acl "Configuration Adminis

|(targetattr:'*")(version 3.0; acl "Configuration Adminis

|(targetattr:

"*"}(version 3.0; acl "SIE Group"; allow (all)

192.168.122.20/lam/templates/3rdParty/pla/htdocs/cmd.php?cmd=template_engine&server_id=1&dn=dc=example,dc=com

Click on Add Value under aci field:-




ger (localh - Mozilla Firefox B EB Ty ) 11:03PM 2 Pramod %

) Connecting... x | EA Zimbra: Compose

* LDAP Account Mana... x | g8

-

s @ 3 & © 4 =

@ 192.168.122.20/lam/templates/tree/treeViewContaine ~v | C Q, search
€ /lam/temp ftree/

‘3} LDAP Account Manager - 5.1 (Logged in as: Directory Manager) i Tree view =4 Tools & Help [©] Logout

| £ Users £ Groups

|(targetattr!='userPassword')(ver5ion 3.0; acl "Enable an

I(targetattr:':arLicense || description || displayName || F

|(targetattr ="*")(version 3.0;acl "Directory Administratec

|(targetattr='*')(version 3.0; acl "Configuration Adminis

I(targetattr:'*')(version 3.0; acl "Configuration Adminis

|(targetattr ="*"){version 3.0; acl "SIE Group"; allow (all)
(adﬁalue)

dc

example

{rename)

objectClass

Itop
domain (structural

(add value)

Update object

192.168.122.20/lam/templates/3rdParty/pla/htdocs/ecmd.php?cmd=add_value_form&server_id=1&dn=dc=example,dc=com&attr=aci

Paste ACL in Text BOX:-

B = Ty «)) 11:04PM 2 Pramod %
\ =e

ger (localh i} - Mozilla Firefox
) Connecting... x E} Zimbra: Compose

* LDAP Account Mana... x

=3 - - . [lam/templates/tree/treeViewContaine = Search =
€ ) @ 192.168.122.20/lam/templates/tree/treeViewCont c][as | &% B8 @ 8 & ®

‘{:i LDAP Account Manager - 5.1 (Logged in as: Directory Manager) & Tree view <, Tools & Help €] Logout

| & Users ; Groups

|(targetal:tr!:"userPass.wnrd")(vers.inn 3.0; acl "Enable ar

|(targetattr:'carLicen5e |l description || displayName || F

|(targetattr ="*"}(version 3.0;acl "Directory Administratc

|(targetattr:'*')(version 3.0; acl "Configuration Adminis

|(targetattr:"*")(version 3.0; acl "Configuration Adminis

|(targetattr ="#*"}{version 3.0; acl "SIE Group"; allow (all}
|n = "ldap:ﬂfl{si:pkumar,ml:linux,d::pramnd,d:::nm');) L

(add value)
dc

example

{rename)

objectClass

|top
domain (structuran

(add value)

uUpdate object

Click on Update Object:-



LDAP A t Manager (localh ) - Mozilla FireFfox Ty 4)) 11:04PM 2 Pramod %
a3 Connecting... % | Ef Zimbra: Compose x #* LDAP Account Mana... x
\(- @ 192.168.122.20/lam/templates/tree/treeViewContaine ~ | C' | |CL Search | v HE U 3 A& - =
‘{l LDAP Account Manager - 5.1 (Logged in as: Directory Manager) & Tree view <= Tools @ Help [@] Logout

‘ 8 users LgGmups

|(targetattr!='userPassword')(ver5ion 3.0; acl "Enable an

I(targetattr:'carLicense |l description || displayName || f

|(targetattr ="*")(version 3.0;acl "Directory Administrakc

|(targetattr:'*')(version 3.0; acl "Configuration Adminis

I(targetattr:'*')(version 3.0; acl "Configuration Adminis

|(targetattr ="*")(version 3.0; acl "SIE Group"; allow (all)

|n = "ldap:/f{uid=pkumar,ou=linux,dc=pramod,dc=com");) )
(add value)
dc required, rdn
example -
(rename)
objectClass recred i
[top
domain
(add value)
Update %'!er.t b
Again Click on Update Object:-
LDAP Account Manager (localhost:389) - Mozilla Firefox [>-<] Ty 4)) 11:04PM 2 Pramod {}
3 Connecting... x B} Zimbra: Compose */ ~* LDAP Account Mana... x "-\'ﬂ:'
€ ) @ 192.168.122.20/lam/templates/tree/treeViewContaine v | & | ‘C\ search ‘ B O 3+ A 0 4 =
‘(:; LDAP Account Manager - 5.1 (Logged in as: Directory Manager) & Tree view <, Tools & Help [©] Logout

‘ 8 users 8 Groups

DD e

dc=example
DN: dec=example,dc=com
Do you want to make these changes?

Mew value

(targetattr'="userPassword")(version 3.0; acl "Enable anonymous access™; allow (read, search, compare)
‘commaon attributes”; allow (write) userdn="ldap://self”)) | (targetatir="carLicense || description || displayName || facsimileTelephoneMumber || homePhone || homeP
(targetattr ="*")(version 3.0;acl "Directory Administrators Group™;allow (all) (groupdn = "ldap:icn=Directory
(targetattr="*")(version 3.0; acl "Configuration Administrators Group™; allow (all) groupdn="ldap:licn=Confi
(targetattr="*"){version 3.0; acl "Configuration Administrator’; allow (all) userdn="ldap:/fuid=admin,ou=Adr
(targetattr (version 3.0; acl "SIE Group™; allow (all) groupdn = "ldap/ifcn=slapd-node3,cn=389 Directo
(targetattr =) (target = "Idap://dc=pramod,dc=com")(version 3.0;acl "pramod aci”; allow (write){userdn =

Updfte object || Cancel

4|

:
L]
B
=
%

Now Login By User on LAM:-



LDAP Account Manager - Mozilla Firefax -] 1 ) 11:14PM R Pramod {%

Tikona Digital Networks x| Efy Zimbra: Compose % [ < LDAP Account Mana... x | ga
o] (€ ) @ 192.168.122.20/lam/templates/login.php | ¢ ][Q search |t O & &4 @ 4 =
L -

~.* LDAP Account Manager “& LAM configuration

:
"y
w m Username | pramod kumar 5
Fy o Password ~ [seesee
H I Language |English (Great Britain) 7l
Login
>_ E b
q LDAP server Idap:/flocalhost:389
n I Server profile lam
‘
—
L2
Want more features? Get LAM Pro! LDAP Account Manager - 5.1

[
\

This user will be able to Modify any entry of 389-Directory server.
Note:- This user can't Add and Delete user but can modify any value of exist user.

Thanks....



