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Infroduction

The client wanted a high-availability setup for their application. To ensure this,
two servers were setup, running Pacemaker with DRBD on SuSE Linux
Enterprise Server Service Pack 2.

Pacemaker is responsible for managing the cluster and the services.
OpenAlS ensures messaging between the two nodes.
Pacemaker+0OpenAlS form the cluster stack.

DRBD is replicating the disks on both the servers.

In this document, code is written in the following way:
This is a code block

Any command that requires subsequent user input is highlighted in yellow.
randomcommand
Do you wish to continue? Yes

Parts of the output that require special attention, but no intervention are
highlighted in orange.

This is an example command output.
This is normal output. But special attention should be given to this.
Output is now finished.

Prerequisites
1) SLES 11 SP 2 install DVD and high availability extension

2) Setup ssh logins via auth-keys

3) Basic knowledge of handling SLES or similar distributions



Servers
Two servers have been set up as follows:

nodel.apf05.tb - 10.0.5.7
node2.apf05.tb - 10.0.5.8
Cluster-IP - 10.0.5.9

The two servers are sharing storage via DRBD, which syncs the HDD partition.

They are being fenced using simple ping via Pacemaker.



Architecture Diagram

HHT Application Cluster
NODE 1 NODE 2
MySQL MySQL
Tomcat & HHT Tomcat & HHT
| |
DRBD ~ Sync DRBD




Installation of SLES 11 SP 2

e Configure RAID-1 in the BIOS of the IBM servers

e For RAID to be active, drivers from IBM need to be installed during
the loading of the SLES DVD itself. For that, follow these steps:

1. Go to http://www-947.ibm.com/support/entry/portal/docdisplay?
Indocid=migr-5088769

2. Download the zip file and extract it

3. Burn 'megasr-15.00.0329.2012-1 slesllsp2 64 diskl.img' onto
a USB using the following command:

dd if="megasr-15.00.0329.2012-1_sles11sp2_64_disk1.img' of=/dev/sdb1
4. Boot to the SLES 11 DVD

5. When the text "ELILO... " appears on the screen counting dots,
type the following install parameters interrupting the automatic
install. The screen should appear as follows:

For ServeRAID C100

linux driverupdate=1 brokenmodules=ahci

6. The install will detect the software RAID module and prompt with
a "Driver Updates added" notification indicating the "LSI
MegaRAID Software RAID Module" was installed.

7. Select "Okay" and either install any additional drivers when
prompted or choose "Back" to continue the installation.

8. The graphic portion of the installation will begin. Continue the
installation following the screens through to completion.

« Installation is continued as expected. Do the partitioning as follows:

/dev/sdal /boot/efi 153 MB
/dev/sda2  swap 2 GB
/dev/sda3 / 63 GB
/dev/sdad4  /opt 400 GB

» Ensure /opt is not mounted. Cluster will take care of mounting.


http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=migr-5088769
http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=migr-5088769

Installation of the cluster

Active node: nodel.apf05.tb

Standby node: node2.apf05.tb

Cluster service hostname: apf05.eauction.com
Mounted HDD: /dev/sda4

Package Installation and initialization:

First we setup local software repositories.
« Copy the installation DVD to /mnt/OSCD

open the Disk and browse it further copy the OSCD folder at given
location.

« Copy the High-Availability DVD to /mnt/CLUSTERCD

» Use the following repo files. Place them in /etc/zypp/repos.d/
create a file with name cluster.repo with following command
vim /etc/zypp/repos.d/cluster.repo

now copy the following in above file
[ClusterRepo]
name=Cluster-Repo
enabled=1
autorefresh=0
baseurl=file:///mnt/CLUSTERCD
path=/
type=yast2
keeppackages=0

Now create a file with name local.repo

vim /etc/zypp/repos.d/local.repo
and copy below data in above file.

[SUSE-Linux-Enterprise-Server-11-SP2 11.2.2-1.234]
name=SUSE-Linux-Enterprise-Server-11-SP2 11.2.2-1.234
enabled=1

autorefresh=0

baseurl=file:///mnt/OSCD

path=/

type=yast2

keeppackages=0



We need the cluster, DRBD, yast2-cluster, pacemaker, tomcat and mysq|l
packages. We can do this via Yast2, which is the control center for SuSE.
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To install via Yast2:

1. Click on 'Computer' on the bottom left of the desktop, and then on
Yast'

2. Choose 'Software Management'

3. Go to RPM groups > Productivity > Clustering. On the right, choose
any package, right-click, go to 'All-in-list' and then 'Install’

4. Search for 'yast2-cluster’, 'pacemaker’, 'tomcat' and 'mysql'. Install
all these packages.

Connect both nodes via ssh after doing this there is no need of password

for connecting both server via ssh.
ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub nodel

ssh nodel

Do this procedure on the other node.

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub node2
ssh node2




 Ensure that hosts file on both servers are identical, and have each other's
entries. Open the file with vim or any graphical editer the file is /etc/hosts
and the entries will be shown like below. IP will be different on different

location
10.0.4.7 nodel.apf4.tb nodel
10.0.4.8 nodel.apf4.tb node2

NOTE: Ensure that users tomcat and mysql have the same UID and GID in
/etc/passwd and /etc/group on the both node because if there is any other user
or group have same UID or GID like mysql or tomcat then the cluster wouldn't
be allow to transfer the services on other node.

Configuring Firewall

We can configure the firewall via Yast2, by going to 'Security and

Users' > 'Firewall' as shown:
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This brings up the first screen. Here we can start and stop the
firewall, and enable it on startup. For now, we will enable it on

startup.
= YasT2
= Firewall Configuration: Start-Up
Interfaces

Allowed Sevices
Masquerading
Broadcast

IPsec Support
Logging Level
Custom Rules

Service Start

@ Enable Firewall Automatic Starting
() Disahle Firewall Autormatic Starting

Switch On and Off
Current Status:  Firewall is running

[ Stop Firewall Now |

[ Save Settings and Restart Firewall Mow |

Help |

Cancel |




Ensure that the interfaces are in the 'Internal Zone', else the firewall

will block all ports.

=

=
Start-Up

Allowed Senvices
Masquerading
Broadcast

IPsec Support
Logging Level
Custom Rules

YasT2

7= Firewall Configuration: Interfaces
Firewall Interfaces

Device ~ Interface or String Configured In
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Internal Zona

Custom string any Internal Zone
Custom string eth3 Internal Zone
Custom string ushd External Zone

| change... || custom..

Help |

Cancel |

Then click 'Next' for the other options, and finally save settings and

restart firewall.




High-Availability Initialization:
1) Run 'sleha-init' on nodel:

chkconfig ntp on
sleha-init

Output:

ntp on

WARNING: Could not detect IP address for ethO
WARNING: Could not detect network address for ethO

Enabling sshd service
/root/.ssh/id_rsa already exists - overwrite? [y/N] n
Configuring csync2
csync? is already configured - overwrite? [y/N] y
Generating csync2 shared key (this may take a while)...done
Enabling csync2 service
Enabling xinetd service

csync2 checking files

Configure Corosync:
This will configure the cluster messaging layer. You will need
to specify a network address over which to communicate (default
is ethQ's network, but you can use the network address of any

active interface), a multicast address and multicast port.



/etc/corosync/corosync.conf already exists - overwrite? [y/N] y

Network address to bind to (e.g.: 192.168.1.0) [] 10.0.5.0

Multicast address (e.g.: 239.x.x.x) [239.44.6.153]

(Default value - Press enter)
Multicast port [5405]

(Default value - Press enter)

Configure SBD:

If you have shared storage, for example a SAN or iSCSI target,
you can use it avoid split-brain scenarios by configuring SBD.

This requires a 1 MB partition, accessible to all nodes in the

cluster. The device path must be persistent and consistent

across all nodes in the cluster, so /dev/disk/by-id/* devices

are a good choice. Note that all data on the partition you

specify here will be destroyed.

Do you wish to use SBD? [y/N] n

WARNING: Not configuring SBD - STONITH will be disabled.

Enabling hawk service

HA Web Konsole is now running, to see cluster status go to:

https://SERVER:7630/

Log in with username 'hacluster', password 'linux'



WARNING: You should change the hacluster password to something more secure!
Enabling openais service
Waiting for cluster....... done
Loading initial configuration

Done (log saved to /var/log/sleha-bootstrap.log)

3) run 'sleha-join' on node2
Output:
ntp on
WARNING: Could not detect IP address for ethO

WARNING: Could not detect network address for eth0O

Join This Node to Cluster:
You will be asked for the IP address of an existing node, from which
configuration will be copied. If you have not already configured

passwordless ssh between nodes, you will be prompted for the root

password of the existing node.

IP address or hostname of existing node (e.g.: 192.168.1.1) [] 10.0.5.7

Enabling sshd service

/root/.ssh/id_rsa already exists - overwrite? [y/N] n



Configuring csync2
Enabling csync2 service
Enabling xinetd service
Probing for new partitions...... done
Enabling hawk service
HA Web Konsole is now running, to see cluster status go to:
https://SERVER:7630/
Log in with username 'hacluster', password 'linux'
WARNING: You should change the hacluster password to something more secure!
Enabling openais service
Waiting for cluster....done

Done (log saved to /var/log/sleha-bootstrap.log)

4) Copy following crmconfig in '‘crm configure edit' on nodel. Ignore warnings
and errors for now. It will automatically sync to node2.

node nodel \
attributes standby="off"
node node2 \
attributes standby="off"
primitive drbd_mysql ocf:linbit:drbd \
params drbd_resource="r0" \

operations $id="drbd_mysql-operations" \



op monitor interval="15s" \

meta resource-stickiness="infinity"

primitive fs_mysql ocf:heartbeat:Filesystem \

params device="/dev/drbd0" directory="/opt" fstype="ext3" \

meta resource-stickiness="infinity"

primitive hhtserver Isb:hht \

meta resource-stickiness="infinity" target-role="Started"

primitive ip_mysql ocf:heartbeat:|IPaddr2 \

operations $id="ip_mysql-operations" \

params ip="10.0.5.9" cidr_netmask="255.255.255.0" \

meta resource-stickiness="infinity"

primitive mysqld Isb:mysql \

meta resource-stickiness="infinity" \

operations $id="mysqgld-operations" \

op monitor interval="15" timeout="15"

primitive ping-gateway ocf:pacemaker:ping \

operations $id="ping-gateway-operations" \

op monitor interval="10" timeout="60" \

params host _list="10.0.5.1" attempts="2"\



meta is-managed="true"

primitive tmcat Isb:tomcat6 \

operations $id="tmcat-operations" \

op monitor interval="15" timeout="15"\

meta is-managed="true" resource-stickiness="infinity"

group mysql fs_mysqgl ip_mysqgl mysqld tmcat hhtserver \

meta target-role="Started"

ms ms_drbd_mysql drbd_mysql \

meta master-max="1" master-node-max="1" clone-max="2" clone-node-
max="1" notify="true" target-role="Started"

clone ping-gateway-clone ping-gateway \

meta target-role="Started" interleave="true"

location ms-drbd-on-connected ms_drbd _mysql \

rule $id="ms-drbd-on-connected-rule" $role="master" -inf: not_defined
pingd or pingd Ite O

colocation mysqld_on_drbd inf: mysql:Started ms_drbd_mysql:Master

order mysql_after_drbd inf: ms_drbd_mysql:promote mysql:start
symmetrical=true

order ping-gateway-before-ms-drbd 1000: ping-gateway-clone:start
ms_drbd_mysqgl:promote symmetrical=true

property $id="cib-bootstrap-options" \

stonith-enabled="false" \



no-quorum-policy="ignore" \
dc-version="1.1.6-b988976485d15cb702c9307df55512d323831a5e" \
cluster-infrastructure="openais" \
expected-quorum-votes="2"\
default-resource-stickiness="1000000" \
last-Irm-refresh="1350537073"

rsc_defaults $id="rsc-options" \
resource-stickiness="INFINITY"

op_defaults $id="op-options" \
record-pending="false"

Check if configuration is same by on node2, and then stop corosync after this.
Run the following on both servers, at the same time:

/etc/init.d/openais stop

Preparing DRBD:

1. Change DRBD's configuration files:

a. Open the file /etc/drbd.conf and insert the following lines on both
the nodes:

include "drbd.d/global_common.conf";
include "drbd.d/*.res";

b. Open the file /etc/drbd.d/global common.conf on nodel. It contains
already some pre-defined values. Go to the startup section and
insert these lines. [This is necessary only on nodel. csync (coming
up later on) will copy the files to node2]:
startup {

# wfc-timeout degr-wfc-timeout outdated-wfc-timeout
# wait-after-sb;



wfc-timeout 1;
degr-wfc-timeout 1;

}

These options are used to reduce the timeouts when booting, see
http://www.drbd.org/users-quide-emb/re-drbdconf.html for more
details.

c. Create the file /etc/drbd.d/r0O.res, change the lines according to your
server, and save it (only on nodel). Lines to change have been
highlighted:

resource r0 {
protocol C;
disk {
on-io-error  pass_on;
fencing resource-only;
}
handlers {
split-brain "/usr/lib/drbd/notify.sh root";
fence-peer "/usr/lib/drbd/crm-fence-peer.sh";
after-resync-target "/usr/lib/drbd/crm-unfence-peer.sh";
}
net {
after-sb-Opri discard-least-changes;
after-sb-1pri discard-secondary;
after-sb-2pri call-pri-lost-after-sb;
data-integrity-alg shal;
use-rle;
verify-alg shal;

csums-alg shal;

syncer {
rate 30M;

al-extents 257;

}


http://www.drbd.org/users-guide-emb/re-drbdconf.html

startup {
wfc-timeout 20;
degr-wfc-timeout 30;

}

on node2 {
disk /dev/sda4;
address 10.0.5.8:7788;
device/dev/drbdO ;
meta-disk internal;

}

on nodel {
disk /dev/sda4;
address 10.0.5.7:7788;
device/dev/drbdO ;

meta-disk internal;

}
2. Check the syntax of your configuration file(s). If the following command
returns an error, verify your files:

drbdadm dump all

3. If you have configured Csync2 (which should be the default), the DRBD
configuration files are already included in the list of files which need to be
synchronized. To synchronize them, ie, copy the files on node2, use this
on nodel:

csync2 -xv

If you do not have Csync2 (or do not want to use it), copy the DRBD
configuration files manually to the other node:

rsync -Pa /etc/drbd.conf node2:/etc/
rsync -Pa /etc/drbd.d/* node2:/etc/drbd.d/

4. Destroy the file system structure with the following command and repeat
this step:

dd if=/dev/zero of=/dev/sda4 count=10000

Initialize the meta data on both systems by entering the following on
each node:



drbdadm -- --ignore-sanity-checks create-md r0
rcdrbd start

5. Watch the DRBD status by entering the following on each node:
rcdrbd status

You should get something like this:

drbd driver loaded OK; device status:

version: 8.3.7 (api:88/proto:86-91)

GIT-hash: ea9e28dbff98e331a62bcbcc63a6135808fe2917 build by phil@fat-tyre, 2010-
01-1317:17:27

m:res cs ro ds p mounted fstype

0:r0 Connected Secondary/Secondary Inconsistent/Inconsistent C

6. Start the rsync process on nodel. This will take around 2 hours it will
sync the cluster on both node and make nodel to primary node and
node2 to secondary node:

drbdadm -- --overwrite-data-of-peer primary r0
To check speed and remaining time, use this command:
cat /proc/drbd

7. Check the status again with rcdrbd status and you get:

.n.r;:res cs ro ds p mounted fstype
0:r0 Connected Primary/Secondary UpToDate/UpToDate C

The status in the ds row (disk status) must be UpToDate on both nodes.

8. Set nodel as primary node:
drbdadm primary r0

9. Do this on nodel. Create ext3 on top of your DRBD device . CLOSE ALL
LIKE FIREFOX BECAUSE THIS PROCESS TAKES A LOT OF MEMORY.:

mkfs.ext3 /dev/drbd0

Mount the file system at nodel through this command:
mount /dev/drbd0 /opt/

Preparing Mirrored disk for running the application:

We need to create the directory structure and soft links pointing to the
mirrored disk for running tomcat and mysql. Do this on Primary/Active node.

Directory structure on /opt/:



mount /dev/drbd0 /opt

mkdir /opt/mysql

mkdir /opt/tomcat

mkdir -p /opt/tomcat/TBoardReports/TB/reports

mkdir -p /opt/tomcat/logs/Synergy

mkdir /opt/tomcat/webapps
mkdir -p /opt/data/HHTServer/log

chgrp -R tomcat /opt/tomcat
chmod -R g+w /opt/tomcat

Creating soft links for tomcat and mysql (Do this on both nodes):

unlink /usr/share/tomcat6/logs
unlink /usr/share/tomcat6/webapps

In -s /opt/tomcat/logs /usr/share/tomcat6/logs
In -s /opt/tomcat/webapps /usr/share/tomcat6/webapps

mv /var/lib/mysql /var/lib/mysql.bk

In -s /opt/mysql /var/lib/mysql

Syncing with mounted folder:
rsync -Pa /srv/tomcat6/webapps/ /opt/tomcat/webapps/

chown mysqgl.mysqgl -R /opt/mysql/

rsync -Pa /var/lib/mysql.bk/ /opt/mysql/

Check if the cluster is stopped, and then perform the following steps first on
nodel, then on node2, to check if mysql and tomcat are working as expected:



umount /opt

drbdadm secondary r0
drbdadm primary rO
mount /dev/drbd0 /opt

/etc/init.d/mysql start
/etc/init.d/tomcat6 start

To test mysql:

mysql
mysql> show databases;

To test tomcat:
Go to a browser and type 'http://10.0.5.7:8080'

NOTE: Before testing on node2, stop mysql and tomcat services, then run
the following on nodel:

umount /opt
drbdadm secondary r0

Steps to run HHT application:

1) Create /usr/bin/hht (On both nodes)

#!/bin/bash

export PATH=$PATH:/opt/data/HHTServer/HHTServer.jar:/opt/data/HHTServer/mysql-
connector-java-5.1.10-bin.jar:/opt/data/HHTServer

export
CLASSPATH=$CLASSPATH:/opt/data/HHTServer/HHTServer.jar:/opt/data/HHTServer/mysql
-connector-java-5.1.10-bin.jar:/opt/data/HHTServer

java com.cranessoftware.eas.server.startup.EASServerMain &> /tmp/hhtlog

2) Create /etc/init.d/hht (On both nodes)
#!/bin/sh

FOO_BIN=/usr/bin/hht


















## Otherwise if it does not support reload:

#rc_failed 3

#rc_status -v

status)

echo -n "Checking for service FOO "

## Check status with checkproc(8), if process is running

## checkproc will return with exit status 0.

# Return value is slightly different for the status command:

# 0 - service up and running

# 1 - service dead, but /var/run/ pid file exists

# 2 - service dead, but /var/lock/ lock file exists

# 3 - service not running (unused)

# 4 - service status unknown :-(

# 5--199 reserved (5--99 LSB, 100--149 distro, 150--199 appl.)

# NOTE: checkproc returns LSB compliant status values.

/sbin/checkproc $FOO BIN

# NOTE: rc_status knows that we called this init script with



# "status" option and adapts its messages accordingly.

rc_status -v

probe)
## Optional: Probe for the necessity of a reload, print out the
## argument to this init script which is required for a reload.

## Note: probe is not (yet) part of LSB (as of 1.9)

test /etc/FOO/FOO.conf -nt /var/run/FOO.pid && echo reload

*)

echo "Usage: $0 {start|stop|status|try-restart|restart|force-reload|reload|probe}"

exit 1

€sac

rc_exit

3) Copy the HHTServer.jar and mysql-connector-java-5.1.10-bin.jar to the
/opt/data/HHServer folder. (Do this only on nodel, after following the previous
steps for mounting on nodel):

rsync -Pa HHT/HHTServer.jar /opt/data/HHTServer/

rsync -Pa HHT/mysqgl-connector-java-5.1.10-bin.jar /opt/data/HHTServer/

4) Create a dummy config file (On both nodes):
touch /etc/hht.cfg



Ensure cluster isn't running, manually load DRBD first on nodel then on node2,
and then check if HHT is working by running /usr/bin/HHT.



Testing the cluster

Reboot both servers simultaneously.

Open the Pacemaker GUI. This can be done via the Yast2 menu (As shown in

the image, Step 1), or via command line by ‘crm_gui'.

Click on the connect icon on the top left (Step 2), and enter the user

'hacluster’, and password as has been set (Step 3).
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If everything is working perfectly, then the screen should look as below:

Connection  View Shadow Tools Help
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- B Configuration
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|_B'| drbd_mysql:1
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|_B'| ping-gateway:0
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ocf: heartbeat:File

ocf heartbeat: IPaddi2
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oct:pacemaker: ping

ocf:pacemaker:ping

Migration Thresheld: 3

Calllb Cperation  Interval
= nodel

149 start
= node2

=1 stop

Return Code Status  Last Run Exec Time Queue Time

ok (rc=0)

complete

ok (rc=0) complete

Connected to hacluster@127.0.0.1 (Simple Mode)



We can now set the named.conf, eauction.com.master, my.cnf, and tomcat6.cnf
to automatically sync via csync2.

* We do this by first going to the Yast2 menu, selecting 'Cluster' in 'Other’

as shown:

Maovell Customer Center Conf. .. b FPacemaker GLI

Felease Motes

m W

*  We then go to 'Configure Csync2' and choose 'Add' to add the sync files.

Communication Channels @, Cluster - Configure Csync2
Sync Host Sync File

/etc/corosync/corosync. conf
nodel fetc/corosync/authkey
fetc/csync2icsync2. cfg
1 fetc/csync2/key_hagroup
fetc/ctdb/nodes

fetc/drbd.d

fetc/ha. dfldirectord. cf
fetc/lvmilvm. conf
fetc/multipath. conf
fetc/samba/smb.conf
fetc/sysconfig/openais
fetc/sysconfig/pacemaker
fetc/sysconfigishd
fetc/sysconfig/SusEfirewall2
fetc/my.cnf
fetc/tomcatS/tomeate. conf
fetc/named.conf
Mvar/lib/named/eauction.com.master

2

| aw || opa || Eat (| A ||) pe || Eat || AddSuggested Files |
. /

[ Generate Pre-Shared-Keys | [ Turn csync2 OFF |

Help | [ Cancel | [ Einish l







Application configuration

Mysql initialization

1.

At the mysqgl prompt, run the following to allow remote access:
grant all privileges on *.* to root@'%' with grant option;

. Enter the following line in '/etc/my.cnf', under the [mysgld] block:

lower case table names=1

. To set mysql root password, run the following at linux command prompt:

mysql_secure_installation

Deploying Synergy application
1. Copy the TB.war file to the directory /opt/tomcat/webapps.

2. Restart tomcaté from the Pacemaker GUI.

3. If redeploying, delete the previous TB directory, rewrite the jar file and

6.

restart tomcat6 from the Pacemaker GUI.

. Create the license directory on both nodes:

mkdir /usr/share/license

. MAC Address is needed for the license. THIS SHOULD BE GIVEN IN ALL

CAPS. This can be obtained the following way:

ip a s dev ethl
Output:

ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen
1000

link/ether 00:16:44:d1:07:f1 brd ff:ff:ff.ff.ff.ff

inet 10.0.5.7/24 brd 10.0.5.255 scope global ethl
inet6 fe80::216:44ff:fed1:7f1/64 scope link
valid_Ift forever preferred_Ift forever

Copy the generated files to bhe /usr/share/license folder

Deploying HHT application

1.
2.

Copy the jar file to the directory '/opt/data/HHTServer/'
Restart HHT from hht Pacemaker GUI.

Port redirection of 80 to 8080

1.

Open /etc/sysconfig/SuSEfirewall2, and change line number 697 to:
FW_REDIRECT="0/0,10.0.5.9,tcp,80,8080"

2. Configure firewall via Yast2 GUI.

3. Enable at startup.

4. Ensure that the active interface is in the 'Internal Zone'.



5. Start firewall.

TB report location
1. /opt/data/HHTServer/TBReports

Mounting for barcode printer

The application generates barcodes which are then read by a Windows Machine
which then forwards requests to the bar-code printer. To do this, we just have
to mount the Windows share via CIFS:

mount -t cifs //10.0.5.75/SynergyBarcodeUtility /mnt/windowshare -o
user=acer,uid=109,gid=115,file_ mode=0777,dir mode=0777,password="welc
ome

+ 10.0.5.75 is the IP of the Windows PC, and SynergyBarcodeUtility is the
shared folder.

* uid and gid is of the tomcat user on the server.

» user and password is the username and password of the Windows
machine. If no password is set, please set one as sharing would not work
without it.

* Place in fstab to ensure it is mounted after reboot

» Switch off DHCP for ALL interfaces as a SUSE bug unmounts the shared
drive on DHCP lookup



Domain resolving to cluster-IP

Application should be accessible by FQDN, 'app05.eauction.com'. To do this, we
setup a DNS server on both the nodes, which is then accessed by the cluster IP.

1. Install bind.
zypper install bind

2. Edit named.conf

options {
directory "/var/lib/named";
dump-file "/var/log/named_dump.db";

statistics-file "/var/log/named.stats";

# for security setting below

# query range (set if you use only in LAN)
allow-query { localhost; 10.0.5.0/24; };

# transfer range (set only for secondary DNS)
allow-transfer { localhost; 10.0.5.0/24;};

# recursion range (set if you use only in LAN)

allow-recursion { localhost; 10.0.5.0/24; };

b

# here is the section for internal informations

view "internal" {

match-clients {
localhost;

10.0.5.0/24;






3. Edit '/var/lib/named/eauction.com.master '.

apf5.eauction.co




Script for calling mysql procedure

* This is done by placing the following command in a script:
mysql -u root -p'niit@123' --database="'apf5' -e 'call tb_proc_daily_configuration;'

* The script is as follows:
#!/bin/bash

LOGDIR="/opt/mysqgl/log/tb_proc_daily_configuration.log"
SQLERROR="/tmp/sqlerror"
LOGTEMP="/tmp/logtemp"

echo "Calling procedure on "date " &> $LOGTEMP
echo "" >> $LOGDIR

echo " ">> $LOGDIR
echo "" >> $LOGDIR

cat $LOGTEMP >> $LOGDIR

mysql -u root -p'niit@123"' --database="'apf5' -e 'call tb_proc_daily configuration;' &>
$SQLERROR

if [ $? == "0" ]; then
echo "Calling tb_proc_daily_configuration successfully done on “date™ !" >> $LOGDIR

else
cat "$SQLERROR" >> $LOGDIR

echo "An error has occured while calling tb_proc_daily _configuration on "date™." >>
$LOGDIR

exit 1
fi

* This script is placed on the mounted drive, in
/opt/scripts/call_tb_proc_daily_configuration.sh

* To run this every day at 1 AM, we put the following entry in crontab:
0 1 * * * Jopt/scripts/call_tb_proc_daily_configuration.sh

* We can check the entry from command line, as root user, with this
command:

crontab -l

* Logs for this command are created in
'/opt/mysql/log/tb_proc_daily_configuration.log'



We now create a launcher to call this function graphically. We do this by
first right-clicking on the empty Desktop, and choosing 'Create Launcher":

D Create Folder

D Create Document
E Open in Terminal

Clean Up by Mame
Keep Aligned

Change Desktop Background

[E computer



At the next screen, we type the following as shown. The most important is the
‘Command'. Enter path of the script, ie,
"Jopt/scripts/call_tb_proc_daily_configuration.sh". Then click 'Close’.

Call th proc_daily configuration Properties

BESiC|EmbIems FPermissions | Motes

::’..._.".?5, HName: Call th proc daily configuration l

Description: [ l

Command: [Iupt-"scripts!call_tb_pruc_daily_cunﬁguratiun.shl

Comment: [Calls th_proc_daily_configuration l
Type: desktop configuration file (application/x-desktop)
SiFe: 387 bytes (387 bytes)

Location: froot/Desktop

Wolume: Lunknown

Accessed: Tue 23 Oct 2012 11:24:11 AM I1ST
Modified: Tue 23 Oct 2012 11:24:10 AM IST

Hel Close
| @ver | | Xcose |




Script for backup

» This script takes a backup of the mysql database, and places it in
‘/root/backup’.

* The scriptis as follows:
#!/bin/bash

LOGDIR="/opt/mysql/log/backup.log"
BKUPERROR="/tmp/bkuperror"
LOGTEMP="/tmp/logtemp1"
BKUPFILE="/root/backup/apf5." date +%F .sql"

echo "Starting backup on “date™" &> $LOGTEMP

echo "" >> $LOGDIR

echo " ">> $LOGDIR

echo "" >> $LOGDIR

cat $LOGTEMP >> $LOGDIR

mysgldump -u root -p'niit@123"' apf5 > "$BKUPFILE" 2> $BKUPERROR

#mysql -u root -p'niit@123"' --database="apf5' -e 'call tb_proc_daily _configuration;' &>
$SQLERROR

#mysql -u root -p'niit@123"' 'apf5; call tb_proc_daily configuration;'
#[ $? =="'0' && echo hello || echo nope ]
if [ $? == "0" ]; then
echo "Backup successfully done on “date’, stored as $BKUPFILE" >> $LOGDIR
else
cat "$BKUPERROR" >> $LOGDIR
echo "An error has occured while taking backup on “date™." >> $LOGDIR

exit 1
fi

* This script is placed on the mounted drive, in Jopt/scripts/backup.sh

* To run this every day at 2.30 AM, we put the following entry in crontab:
30 2 * * * Jopt/scripts/backup.sh

* Logs are being stored at:
/opt/mysql/log/backup.log

* Launcher is created in the same way as above, only the command

argument will change to:
Jopt/scripts/backup.sh



Management of the cluster

Starting Pacemaker GUI
Please see the 'Testing the cluster' section above.

Starting / Stopping a service

We can start stop the service by right-clicking on the service name, and then
choosing 'Start' or 'Stop' as shown. Note that all the dependent services below
it will be stopped as well.

For example, if we stop 'mysql’, then 'tomcat' and 'hhtserver' will automatically
stop first.

Pacemaker GUI - O X

Connection  Wiew Shadow Tools Help

< o0 & 4

Live

i f:] Configuration

Mame

CREM Confi

g - @ Cluster

Resource Defaults [ [
Operation Defaults - nodaz
s Nodes + ™9 Resources
D Resources = 8 mysql
B Constraints ) fs_mysql
frw ACLs o ip_mysql

,?'G Management

n mysgld

ol tmcat

41 hhtserver
v |/ ms_drbd_mysql
S drbd_mysgl0
9 drbd_mysgl:
hd Dping-gateway—clcne
9| ping-gateway:0
8| ping-gateway: 1

Connected to hacluster@127.0.0.1 (Simple Mode)

> oO@se ® € X0

Status
@ have quorum

@ online (dc)

@ anling

@

@ group

@ running on [node2’
@ running on ['node2’
- running on ['node2’]
@ running on ['node2’
@ running on [node2’]
@ master

@ running (slave) on [nodel]
@ running (Master) on ['node2

@ clone
@ running on ['nodel’
@ running on [node2’]

Details

Openais & Pacemaker

ocf:heartheat:Filesystem

ocf:heartbeat IPaddi2

| O Stop

25 Default

b Cleanup Resource

@- Migrate Resource

'él Clear Migrate Constraints

2% Unmanage Resource

i
0 Manage Resource

Lo paeeTare T Ty




Starting stopping the entire group

We can similarly start/stop the entire group by right-clicking on the name, and
choosing start/stop.

Pacemaker, GUI

Connection  Wiew Shadow Tools Help
<| o 7
= [Fs ria,
gy > oO$Be»e€xXo =
hd Configuration
? Mame Status Details
CREM Confi
J hd & Cluster G have quorum Openais & Pacemaker
Fesource Defaults ! noded G online (dc)
Operation Defaults ! node? G onling

@ Modes
D Resources
Constraints

i D Resources

(o

® group

w7 Lﬁ mysgl

3 %8| 1s_mysq (L) running on [node2] 0 Stop
s ACLs |_u'| ip_rrysql G running on [node27] & ;efault
|:“.| mysqld (L) running on [node2] t; gleanup Resource
|_“-| tmcat Q running on [node2] = ;"Iigrate Resource
" 4| hhtserver Q running on [node2 .

@ Clear Migrate Constraints

Q master -

e ms_drbd _mysgl
D - -mysq o4 Unmanage Resource
Q running (Slave) on ['no

B - -
| | drbd_mysql:0 ) Manage Resource
G running (Master) on ['mowez | oo oo urou

Q clone

|_ﬁ'| drbd_mysgl:1
= Dping—gateway—clone

|_ﬁ'| ping-gateway:0
"4 ping-gateway: 1

Q running on ['nodel’
Q running on ['node2’

ocf:pacemaker:ping

ocf:pacemakerping

Connected to hacluster@127.0.0.1 (Simple Mode)




Cleaning resources

Sometimes if a resource becomes 'unmanaged’, or doesn't start, (due to issues
like power-failure), then we need to clean up the resources. This is done by
right-clicking on the group, and choosing 'Cleanup Resource', as shown.

Pacemaker GUI

Connection  Wiew Shadow Tools Help

< o0 & 4

Live

i f:j Configuration
CRM Config
Resource Defaults
Operation Defaults
@ Modes
t,l Resources
Constraints
s ACLs

,?"D Management

9 fs_mysql
9 ip_mysql
9 mysqgld
9 tmcat
9 hhtserver
v |/ ms_drbd_mysql
S drbd_mysgl0
9 drbd_mysgl:
hd Dping-gateway—clcne
9| ping-gateway:0
8| ping-gateway: 1

® group

G running on [node2’

Q running on ['node2’

G running on [node2’]

G running on ['node2’

G running on [node2’]

G master

G running (slave) on [nodel]
G running (Master) on ['node2
G clone

Q running on ['nodel’

G running on [node2’]

ocf
ocf
Ish
Ish
Ish

ocf]

ocfl

> O d@&e®» e = B
Marme Status Details
- @ Cluster @ have gquorum Openais & Pacemaker
? nodel G online (dc)
E node2 Q anling
= t,l Resources Q

> Start
[ Stop
2 Default

‘% Cleanup Resource .\.

@ Migrate Resource
-@ Clear Migrate Constraints
2% Unmanage Resource

./ Manage Resource

oct

ocf,

‘pacemaker:ping

‘pacemaker:ping

Connected to hacluster@127.0.0.1 (Simple Mode)




Refresh/Reprobe resouces

On changing the executables for resources, or adding new ones, it becomes
necessary to reprobe, and then refresh them. This can be done as follows:

Pacemaker, GUI

Connection  Wiew Shadow Tools Help
<l o & #H
Live @ ' ! @ @ év
v D Connguration Mame Status Details
CRM Config ~ @ Cluster G have gquorum Openais & Pacemaker
Resource Defaults ! noded G online (dc)
Operation Defaults G onling
@ Modes -
D Resources - ‘L_u'l mysal G group [] Group By Node
— ) - [J Indicate Fending Operations
Constraints 4| fs_mysqgl (L) running on [node:
'ﬁ]-"‘b- ACLs 4] ip_mysql (L) running on [nodez | NEEE -
_f-!| mysqld Q running on ['nodel ﬂ Reprobe Resources
_ﬂ| tmcat Q running on [node: [] Maintenance Mode
_ﬂ| hhtserver G running on ['node2’ Ish::hht
v [ | ms_drbd_mysql () master
_ﬂ| drbd_mysgl0 G running (Slave) on 'nodel] ocf:linbitdrbd
_ﬂ| drbd_mysgl: Q running (Master) on ['node2 ocf:linbit:drbd
= D ping-gateway-clone Q clone
_ﬂ| ping-gateway:0 Q running on ['nodel’ ocf:pacemaker:ping
_ﬂ| ping-gateway: 1 G running on ['node2’ ocf:pacemakerping
Connected to hacluster@127.0.0.1 (Simple Mode)




Troubleshooting

Installation issues

* Raid not being read - IBM drivers are needed for this. Please see the
installation section

Network issues

* Ping both the servers and the gateway
ping 10.0.5.1
ping 10.0.5.7
ping 10.0.5.8

* Check status of network card. It should show 'Link detected: OK'
ethtool ethO

Output:
Link detected: no

DRBD

* Checking status:
rcdrbd status

Ideal status should be:
0:r0 Connected Primary/Secondary UpToDate/UpToDate

» If data is out of sync, to resolve this situation, enter the following on the
node which has data to be discarded:

drbdadm secondary r0
drbdadm -- --discard-my-data connect r0

On the node which has the latest data enter the following:

drbdadm connect r0

Pacemaker

« If the services come as 'unmanaged’, then right-click on the MySQL
resource, choose 'Clean-up resources’, and restart the services via GUI.

» If services still do not work, check if the service is starting and stopping
without error.

* |If fencing is failing, ensure that the services are starting and stopping as
expected.



* The follow commands are also useful:

1. To see configuration:
crm configure show

2. To edit configuration:
crm configure edit

3. To monitor services: (More accurate than pacemaker GUI)
crm_mon

4. To start/stop cluster service:
/etc/init.d/openais start/stop

Licensing issues
* Check the mac-address in the /usr/share/license/license*.log file.
* Ensure mac-address is entered in all-caps

Mysql issues

+ If mysql cannot connect from outside, ensure root has access to all
databaes:
grant all privileges on *.* to root@'%"' with grant option;

 Ensure that the database name is in small letters

Tomcat

* If tomcat is not starting, checking the following:

1. Permissions of tomcat directories - the group should be tomcat, and
group should have rwx permissions
chgrp -R tomcat tomcat
chmod -R g+w tomcat

2. Softlinks are pointing to the right directory

3. Sample webapp folder has been synchronized
rsync -Pa /srv/tomcat6/webapps/ /opt/tomcat/webapps/

» Check /var/log/catalina.out and /opt/tomcat/logs/catalina.out for further
errors

HHT

* Check if the /usr/bin/hht has executable permissions

» If the service in the cluster is not starting, start manually and check the
output for errors

* For log generation, define complete file path



Barcode printer

* Check if the Windowshare is mounted with the following command:
mount | grep cifs

« If there is no output, mount it again with the command in this section.
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