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Introduction

Nagios XI is critical for monitoring IT infrastructure, and ensuring its high availability is
essential to maintain uptime and service reliability. This document evaluates three HA strategies
—DRBD-Based, NFS-Based, and Central Server with Main and Probe Concept—to determine
the most effective approach for minimizing downtime, ensuring redundancy, and maintaining
system stability.

Problem Statement

A single Nagios XI instance risks service disruption if hardware, software, or network failures
occur. Recent outages have resulted in delayed monitoring alerts, impacting system oversight. An
HA solution is needed to ensure continuous monitoring, data integrity, and rapid failover.

Proposed Solutions

Three HA strategies are assessed below, detailing their design, hardware requirements,
advantages, disadvantages, and key performance factors.

1. DRBD-Based Nagios XI and Probe HA Setup
HA Design Approach:

» Uses DRBD (Distributed Replicated Block Device) to mirror data in real-time between
two nodes (Nagios XI Server and NRDP Probe).

» Active-Passive setup: One node is active, the other on standby.
» Pacemaker and Corosync manage automatic failover.
» Both nodes are co-located (no geo-redundancy by default).

If Complete Data Center is Down: Limited resilience without geo-redundancy; feasible with
L2/L3 network extensions.

Hardware Required:
» Two servers (Main and Probe):

o Main: 62GB RAM, 8GB SWAP, 64 vCPUs, 290GB /, 2.7TB /data.



o Probe: 31GB RAM, 4GB SWAP, 40 vCPUs, 550GB /.

Architecture Diagram:
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Diagram Description:
» User Layer: Users access the system via a Virtual IP (VIP).
* Virtual Machines:

o Two sets of Nagios Probes (Probe 1 and Probe 2), each with an Active and
Passive node.

o One set of Nagios XI servers (Active and Passive).
» Connections:
o Probes and Nagios XI servers are connected via VIPs.

o DRBD, Pacemaker, and Corosync manage replication and failover between
Active and Passive nodes.

« Device/Server Layer: Includes SDWAN, servers, routers, firewalls, switches, and Linux

servers being monitored, all connected to the Probes via a VIP.

Advantages and Disadvantages of DRBD-Based Nagios XI and Probe HA Setup

Aspect Advantages Disadvantages

Reliability Provides high reliability with | Risk of split-brain scenarios




real-time block-level
replication, ensuring data
consistency and minimal
downtime during failovers.

if network connectivity fails,
leading to potential data
inconsistency between nodes.

Failover

Fully automated failover
using DRBD and clustering
tools (e.g.,
Pacemaker/Corosync),
reducing manual intervention
and ensuring near-zero
downtime.

Failover can fail if DRBD
synchronization breaks (e.g.,
due to network issues),
requiring manual resolution.

Data Protection

Real-time data mirroring
ensures no data loss, offering
excellent protection against
hardware or OS failures.

Continuous replication can
introduce slight latency in
synchronous mode, impacting
write performance.

Redundancy Strong redundancy with two | Does not provide geo-
nodes (Active-Passive), redundancy by default;
eliminating single points of requires additional network
failure at the node level. extensions for cross-site

replication.

Performance Ensures continuous Performance overhead from

monitoring with minimal
disruption, even during
failover, due to real-time
replication

replication (e.g., ~10% CPU
increase, additional memory
usage of 512MB-1GB for
DRBD processes).

Setup and Maintenance

Robust design ensures long-
term stability once set up,
with automated failover
reducing maintenance effort
during failures.

Complex setup and
configuration; requires
expertise in DRBD and
clustering tools, increasing
initial deployment time.

Manual Intervention When
Required

Minimal manual intervention
during normal operations due
to automated failover and
replication.

Requires manual intervention
in specific scenarios, Split-
Brain Resolution: If DRBD
enters a split-brain state (e.g.,
both nodes assume the
primary role due to network
failure), an admin must
manually determine the
correct data set and resync
nodes. Network Failure




Recovery: If a node loses
connectivity, manual checks
and resynchronization may be
needed to ensure data
consistency. DRBD
Configuration Issues: Errors
in DRBD setup (e.g.,
outdated states or corrupt
metadata) may require
manual troubleshooting and
reconfiguration.

2. NFS-Based Nagios XI and Probe HA Setup

HA Design Approach:

» Nagios configuration and data are stored on a shared NFS (Network File System) server.

* Two or more nodes run Nagios XI, accessing the NFS storage.

» Pacemaker and Corosync manage failover between nodes.

If the Complete Data Center is Down: Limited geo-redundancy as NFS over a geo-network is

impractical.

Hardware Required:

» Atleast two Nagios servers (specs as above) plus an NFS server.

Advantages and Disadvantages of NFS-Based Nagios XI and Probe HA Setup

Aspect Advantages Disadvantages
Reliability Centralized NFS storage NFS server acts as a single
ensures all nodes access the point of failure (SPOF); if it
same configuration and data, | goes down, the entire Nagios
maintaining consistency XI system becomes
during normal operations. inaccessible until restored.
Failover Automated failover between | NFS server failure requires

Nagios nodes using clustering
tools (e.g.,
Pacemaker/Corosync) ensures

manual intervention unless an
HA-NFS cluster is
implemented, leading to




continuity if one node fails.

potential downtime.

Data Protection

Shared NFS storage
simplifies data management
by centralizing Nagios
configuration and monitoring
data.

Risk of data loss or
corruption if the NFS server
fails without proper
redundancy or backups in
place.

Redundancy Multiple Nagios nodes can Limited redundancy due to
access the same NFS storage, | the NFS server being an
providing redundancy at the | SPOF; additional HA-NFS
node level. setup is needed for full

redundancy.

Performance Lower performance overhead | Performance can degrade

on individual Nagios nodes
since storage handling is
offloaded to the NFS server.

with network latency or high
NFS server load, causing
delays in monitoring and data
access.

Setup and Maintenance

Simpler setup compared to
DRBD; NFS is easier to
configure and manage for
shared storage.

Maintenance complexity
increases if HA-NFS is
implemented to mitigate
SPOF; regular NFS health
monitoring is required.

Network Dependency Centralized storage reduces High dependency on stable
the need for node-to-node network connectivity to the
replication, simplifying NFS server; network issues
network requirements for the | can disrupt the entire system.
Nagios nodes.

Scalability Easily scalable by adding Scalability is limited by NFS

more Nagios nodes to access
the NFS storage, supporting
growth in monitoring needs.

server performance;
bottlenecks can occur with
many nodes or high data
throughput.

3. Central Server with Main and Probe Concept Nagios HA Setup

HA Design Approach:

» Central Nagios server manages monitoring and reporting.

» Distributed Probe servers collect data across locations and send it to the central server.

» No inherent HA for the central server unless additional redundancy is added.




If the Complete Data Center is Down: Feasible geo-redundancy as probes can operate across

locations.

Hardware Required:

* One central server (62GB RAM, 8GB SWAP, 64 vCPUs, 290GB /, 2.7TB /data).

» Multiple probe servers (31GB RAM, 4GB SWAP, 40 vCPUs, 550GB /).

Advantages and Disadvantages of Central Server with Main and Probe Concept Nagios HA

Setup
Aspect Advantages Disadvantages

Reliability Distributed probes ensure Central server acts as a single
monitoring continues even if | point of failure (SPOF); if it
some probes fail, providing goes down, reporting and
resilience for local data centralized monitoring are
collection. disrupted until restored.

Failover Probes can operate No automatic failover for the

independently, ensuring local
monitoring continuity during
central server outages.

central server; recovery
requires manual intervention,
leading to potential downtime
for centralized functions.

Data Protection

Probes store data locally,
reducing the risk of data loss
at individual sites during
central server failures.

Central server data is at risk
without external backups; a
failure can lead to loss of
centralized monitoring data
and reports.

Redundancy Probe-level redundancy Limited redundancy for the
allows monitoring to continue | central server; additional HA
across distributed locations, setup is required to eliminate
enhancing overall system the SPOF.
resilience.

Performance Probes distribute the Central server can become a

monitoring load, reducing the
burden on the central server
and improving scalability for
large environments.

bottleneck under heavy load,
especially with many probes
sending data, impacting
performance.

Setup and Maintenance

Probes are straightforward to
set up and maintain, allowing
for easy expansion across
locations.

Central server HA requires
additional effort and
complexity; synchronization
between probes and the
central server can be
challenging.




Network Dependency Probes can function High dependency on reliable
independently with communication between
intermittent connectivity, probes and the central server;
ensuring monitoring network issues can disrupt
continuity in distributed data centralization and
setups. reporting.

Scalability Highly scalable; new probes | Scalability is limited by the

can be added easily to cover
more locations or devices
without overloading the
central server.

central server’s capacity;
heavy probe traffic can
overwhelm the server without
proper optimization.

Comparison Table: High Availability Strategies for Nagios XI

Metric DRBD-Based NFS-Based Nagios Nagios HA Setup for
Nagios XI and XI and Probe HA Central Server with
Probe HA Setup Setup Main and Probe
Concept
HA Design Uses DRBD for real- | Stores Nagios data on | Central Nagios server
Approach time block-level data | a shared NFS server, | handles monitoring,

replication between
two nodes in an

Active-Passive setup.

Failover is managed
by clustering tools

accessed by multiple
nodes. Failover is
managed by
clustering tools like
Pacemaker and

with distributed
probes collecting
data. No inherent HA
for the central server
unless additional

like Pacemaker and Corosync. redundancy is added.
Corosync.

Failover Mechanism | Fully automated Automated failover Central server
failover with DRBD | for Nagios nodes, but | failover requires

and clustering tools,
ensuring minimal

NFES server failure
requires manual

manual intervention;
probes continue

downtime. intervention unless monitoring but
HA-NEFS is cannot centralize data
implemented. until the central
server is restored.
Data Redundancy High redundancy Moderate Limited redundancy;

with real-time data
replication between

redundancy; data is
centralized on NFS,

probes provide
distributed




nodes, ensuring no
data loss during
failover.

which can be a single
point of failure
without additional

monitoring, but
central server failure
risks data

HA setup. centralization.
Uptime Excellent (near-zero | Good (uptime Moderate (central
downtime due to real- | depends on NFS server failure causes
time replication and | availability; risks downtime, though
automatic failover) downtime if NFS probes continue local
fails). monitoring).
Scalability Moderate (scales well | Good (easily scales High (probes can

for replication but
requires careful setup
for additional nodes).

by adding nodes to
access NFS, though
NFS performance

may limit scalability).

scale across
locations, but central
server remains a
bottleneck).

Geo-Redundancy

Limited by default
(co-located nodes);
possible with network
extensions but adds
complexity.

Poor (NFS over geo-
distributed networks
introduces latency

and reliability issues).

Good (probes can be
geo-distributed, but
central server needs
separate HA for full
geo-redundancy).

Hardware Two servers with Two Nagios servers One central server
Requirements high specs: 64GB (similar specs) plus (64GB RAM, 64
RAM, 64 vCPUs, an NFS server for vCPUs, 3TB storage)
3TB storage each for | shared storage. and multiple probe
replication and servers (32GB RAM,
failover. 32 vCPUs, 1TB
storage each).
Network High (requires low- High (relies on stable | Moderate (probes and
Dependency latency network for NFS connectivity; central server need
DRBD replication to | performance reliable
avoid delays or split- | degrades with communication, but

brain scenarios).

network issues).

probes can operate

independently).
Setup Complexity High (DRBD and Moderate (NFS setup | Moderate (probe
clustering tools is simpler, but HA- setup is

require expertise for
setup and
maintenance).

NFS adds
complexity).

straightforward, but
central server HA
requires additional
effort).

Performance
Impact

Moderate (replication
adds CPU and
network overhead,
~10% increase in
resource usage).

Low (NFS offloads
storage, but network
latency can impact
performance).

Low (probes
distribute load, but
central server may
become a bottleneck
under heavy load).




Data Protection

Excellent (real-time
mirroring ensures
data consistency and

Moderate (NFS
provides shared
storage, but risks data

Moderate (central
server data needs
external backups;

protection). loss if NFS fails probes store data
without backups). locally).
Disaster Recovery Strong (quick Moderate (recovery Weak (central server

recovery with
replicated data and
automated failover).

depends on NFS
availability; manual

intervention may be
needed).

failure requires
manual recovery,
though probes
continue monitoring).

Monitoring Excellent (replication | Good (monitoring Moderate (probes

Continuity ensures continuous continues unless NFS | continue monitoring,
monitoring even fails, which halts all | but central server
during failover). nodes). failure disrupts

reporting).

Ease of Moderate (DRBD Moderate (NFS High (probes are easy

Maintenance requires regular maintenance is to maintain, but
monitoring to avoid simpler, but HA-NFS | central server HA
split-brain or sync adds complexity). requires additional
issues). effort)

Risk of Single Point | Low (replication High (NFS serveris | High (central server

of Failure eliminates SPOF at an SPOF unless HA- | is an SPOF without

the node level).

NEFES is implemented).

additional HA).

Implementation Steps (Recommended: DRBD-Based)

1. Procure Hardware: Deploy two identical servers per specs by April 10, 2025.

2. Install DRBD/Pacemaker: Configure DRBD for real-time replication and
Pacemaker/Corosync for failover by April 20, 2025.

o Budget: Rs.xxxxx for software licenses/support.

3. Set Up Nagios XI: Install and configure Nagios XI and NRDP Probe on both nodes by

April 25, 2025.

4. Test Failover: Simulate node failure and verify automatic switch by May 1, 2025.

5. Monitor Performance: Assess CPU, memory, and network load quarterly through

December 2025.




Benefits of DRBD-Based HA
» Near-zero downtime with automatic failover.
* Robust data protection via real-time replication.
» High resilience, minimizing financial losses (e.g., amount/incident).
Potential Challenges
+ Split-brain scenario if network fails; mitigated by regular sync checks and admin training.

» Increased resource usage; offset by hardware capacity planning.

Recommendation

The DRBD-Based Nagios XI and Probe HA Setup is the recommended strategy. It excels in
uptime, redundancy, failover automation, and data protection—critical for continuous
monitoring. The architecture diagram illustrates its robust design, with Active-Passive nodes
ensuring seamless failover. While it requires a more complex setup and higher resource usage,
these trade-offs are justified by its superior reliability and minimal downtime, aligning with the
goal of maintaining service continuity and avoiding operational losses. The NFS-based approach
risks single-point failures, and the Central Server HA lacks full automation, making DRBD the
strongest option for stability and resilience.

end of the document
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